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New Features and Improvements

O e
© 2018 Calyptix Security Corp. | 800.650.8930 | sales@calyptix.com Ca | y pt I X
SECURITY


mailto:info%40calyptix.com?subject=

New Features and Improvements
// AccessEnforcer Version 4.0

AccessEnforcer 4.0 is here. The most significant update to the UTM
Firewall in nearly a decade, it brings vast improvements in speed,
simplicity, and security for Calyptix reseller partners and their clients.

New features are combined with a clean and simple layout for
easy configuration. Look for blue header rows used throughout the
interface to indicate a device is running AccessEnforcer version 4.0
firmware.

The number of improvements could fill a small book, so please allow
us to share the highlights in this document.

Note: the features marked “All New” have been redesigned and
recoded from scratch.
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Intrusion Prevention (IDS/IPS)

// ALL NEW

The Intrusion Detection and Prevention engine
has been completely rewritten with many new
features:

Stronger security

e Thousands of new IDS/IPS rules to detect and
block threats such as malware, backdoors,
exploits, server attacks, and more

Flexible controls

e Choose from multiple rulesets, including
Calyptix Community Rules and Emerging
Threats

e Enter a Talos Subscriber Oinkcode to apply
the latest Snort rules to the system (sign up for

© 2018 Calyptix Security Corp. | 800.650.8930 | info@calyptix.com

a free subscription to Snort rules at snort.org)

e Within rulesets, activate and deactivate
categories and individual rules for granular
control over the system’s security and
performance

e Choose from one of three Rule Policies
— Connectivity, Security, or Balanced — to
automatically tailor the active rules to the
administrator’s priority

Faster performance

e Revamped back end provides greater
efficiency in how the IDS/IPS engine
processes traffic and enforces rules
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Reporting

//ALL NEW

The reporting service is redesigned and recoded

from scratch. New and improved features include:

Faster performance

e Faster page load times

o Greater storage efficiency

e Seamless report dispatching

e Simple report handling

e Simplified layout for clean and clear analysis
e Downloadable as .pdf or .csv

e Customize with logo and “prepared by” text
automatically

e Archive reports automatically
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New report types

Overview Report — reviews network alerts, IDS/
IPS rule alerts, IP addresses creating alerts,
allowed and blocked web traffic, email filter
activity, and user activity

Detailed Report — reviews web traffic for one to
150 targets specified by the administrator. Targets
can be entered by IP address, IP range, or Active
Directory username
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Live Connections
//ALL NEW

The Live Connections service is also redesigned and recoded
from scratch. In addition to a simplified layout, here are more
improvements:

Enhanced performance
e Page load time roughly 10-times faster

Simple analysis

e Quickly view the top 50 bandwidth users and the top 50 users of
open connections

e Search and sort the connections table for fast and granular
review

Dive into data

e Click an IP address to view its current connections
e Sort and filter the connections table
e Terminate selected connections

e View Whois and DNS information by clicking any IP
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Network Alerts

// ALL NEW

Also redesigned and recoded from scratch, Network Alerts has many
new features:

Enhanced performance

e Page load time roughly 10-times faster

Apply bulk actions

e Select one or more alerts and click to blacklist or whitelist the
source, blacklist or whitelist the destination, or disable the
corresponding IDS/IPS rule

Quickly and easily review alerts

e Sort by timestamp, source, destination, user, or another factor
e Filter by address, port number, or string

e Monitor new alerts as they are recorded by enabling live updates
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Quality of Service (QoS)

// ALL NEW

The QoS service (or “bandwidth management”) is also completely
rewritten. The service is simpler, more efficient, and has new
features:

Prioritize traffic

e Group traffic into bandwidth queues and prioritize them on a
scale of O-7 to ensure the most important traffic is processed first

e Assign traffic by protocol, IP address, ports, and/or port ranges

Burst options

e Allow a bandwidth queue to expand during times of high traffic

e Set a burst length, after which the burst will expire and return to
normal size

Bandwidth limits
e Set upload and download bandwidth for any queue
e Set minimum and maximum limits on any bandwidth queue

New algorithm

e Now using the Hierarchical Fair Service Curves (HFSC) algorithm,
which is a significant improvement over the previous Alternate
Queueing (ALTQ) system
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Multi-WAN

// ALL NEW

The Multi-WAN and LAN/WAN management
systems have been completely rewritten for
improved efficiency and stability. New and
improved features include:

Easier configuration

e Configure any WAN interface without
reinitializing all other WAN interfaces or
restarting the device

e Add or delete outbound filtering rules without
reinitializing WAN interfaces

e Change DNS settings without restarting the
device

HTTP/HTTPS
Web Filter

// ALL NEW

The backend of the Web Filter has been
completely revamped for better security, reliability,
efficiency, logging, and integration with the new
reporting system.

More compatible

e Web filtering now works on most
websites, including join.me, logmein.com,
bankofamerica.com, aws.amazon.com, and
office365.com

e Handles HTTP/1.1 connections
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More compatible

e Greater stability when operating alongside
other AccessEnforcer features, including IDS/
IPS and HTTPS Web Filtering

e DHCP client works with more DHCP servers

More reliable

e Improved detection and faster reaction to
WAN status changes

e Improved load balancing, especially when
more than two WANSs are specified

e Greater stability for WAN failover
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Static Whitelist, Static Blacklist,
& Dynamic Blacklist

New features added to the whitelist and blacklists will help
administrators save time:

Bulk imports
e Import .csv files to quickly add thousands of hosts to a list

e Export entries for easy back up and sharing

Add notes

e Apply comments (such as “Bob’s VoIP” or “DMZ Network”) to any
entry for easy reference

Filter and search
e Type any string to quickly filter the table of entries
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see for yourse

Contact us to see the new features in AccesskEnforcer Version 4.0. You will
get a live demo with a Cayptix representative who will walk you through the
interface and answer any questions you have.

See how AccessEnforcer will help your IT business secure networks and
save time.

Contact us today: sales@calyptix.com
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